
SOCIAL ENGINEERING & PHISHING



CAN YOU TELL WHO IS WHO?





SOCIAL 
ENGINEERING:
THE ART OF 
HUMAN 
MANIPULATION

Social engineering is the exploitation of 
human psychology, rather than 
technical hacking techniques to gain 
information or access to that 
information. 



THE MANY 
TYPES OF 
SOCIAL 
ENGINEERING

The “ishings” Other types

Phishing Honey Trap

Spear Phishing Watering Hole

Whaling Scareware

Vishing Pretext (pretending to be 
someone else)

Smishing Diversion Theft

Piggyback or Tailgate



HOW EASY IS IT FOR 
A SOCIAL ENGINEER 
TO GET YOUR 
INFORMATION?

 You may not be the one giving away your 
information. 

 Video time!

 This is how hackers hack you using simple 
social engineering

https://www.youtube.com/watch?v=lc7scxvKQOo




HOW TO PREVENT 
SOCIAL 
ENGINEERING 
ATTACKS

Verify
Verify someone’s identity through an alternate contact method (e.g., 
in person or by calling them directly) before providing any sensitive 
information.

Hover over Hover over links in emails to make sure the website URL is valid.

Avoid Avoid downloading suspicious email attachments.

Be 
Suspicious

Be suspicious of any unsolicited communication, especially from 
someone they don’t know.

Determine
Determine whether an email has been spoofed by hovering over the 
sender’s name to make sure it matches the email address and 
checking the email address for spelling errors and other common 
giveaways.



HOW 
ORGANIZATIONS 
ARE 
INFILTRATED BY 
VISHING (AND 
OTHER ATTACKS)

Call centers, such as our service desk, are 
high targets for people impersonating others.

 Urgent request with a deadline

 Desperately in need of assistance

 Threatening tone

Another example of vishing, in a business setting:
Watch this hacker break into a company

https://www.youtube.com/watch?v=PWVN3Rq4gzw




Do Don’t

Keep your software and browsers up to date Click on any links in any email sent from unknown or suspicious 
senders

Hover over links to identify obvious fakes; make sure that an 
embedded link is taking you to the exact website it purports to 
be

Send an email the looks suspicious to friends or family as this 
could spread a phishing attack to unsuspecting loved ones

Take your time and inspect emails for obvious red flags: 
misspelled words and bad grammar, incorrect URL domains, 
unprofessional and suspicious visuals and unrecognized 
senders

Download content that your browser or security software alerts 
you may be malicious

Instead of clicking on a link provided in an email, visit the 
website of the company that allegedly sent the email to make 
sure the deal being advertised is also on their webpage

Give away personal information like your credit card number, 
home address, or social security number to a site or email 
address you think may be suspicious



LET’S SEE WHAT WE 
HAVE HAD TO DEAL 
WITH!

ACTUAL PHISHING EMAILS REPORTED TO 
ABUSE@UTHSC.EDU











Can’t end on such a serious note!

If what you received via email was done in person, 
there would be no way you would fall for it. 

The Defence Works Sketches   Phishing Emails in 
Real Life   Funny Security Awareness Training

https://www.youtube.com/watch?v=wcXw3q91L7M


CONTACT INFORMATION
Chris Madeksho – Cybersecurity Analyst

mmadeksh@uthsc.edu

901.448.1579

Office of Cybersecurity

itsecurity@uthsc.edu

901.448.1860

https://uthsc.edu/its/cybersecurity/

mailto:mmadeksh@uthsc.edu
mailto:itsecurity@uthsc.edu
https://uthsc.edu/its/cybersecurity/


QUESTIONS?
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