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Topics

 Access to electronic systems

 Remote Access

 Mobile Apps

 How to get help

 Cyber Security



Access begins with the right form

Reference latest revision here: EHSIntranet > Support 

Document Library > IT Forms & Guides



VPN vs VDI

 VPN: Virtual Private Network

 Connect to services remotely such as Outlook and 

eChart/Epic if using an Erlanger device remotely 

outside of the Erlanger network

 Connect to a physical computer assigned to you

 VDI: Virtual Desktop

 Connect to virtual desktop to run Erlanger 

applications such as eChart/Epic, OWA/Webmail, etc



Go to https://desktop.erlanger.org 

to get the VMware viewer



OR Download it yourself from the 

VMware site

 Download VMware Horizon Client



Select Add Server and enter the 

correct address shown below



Accept the Disclaimer and 2 

Factor Information



Use your Erlanger Username and Mobile 

Pass 2 factor password.



Use your Erlanger username and password. 

Domain is “EHS-NT”



Select “Virtual Physician’s 

Connection”



Virtual Desktop



VPN: https://access.erlanger.org/

This requires additional two factor identification software on 

your personal device. Click the link on the website above 

for instructions. The system will download and install Pulse 

Secure client when you login the first time.



Remote Access

 Supported Operating Systems:

Windows 7, 10

Mac OS

 Unsupported OS that have been 

successfully used by some providers:

Chrome OS

Linux



Haiku/Canto

 Haiku: phone

 Canto: tablet

 1. Download them from the App store.

 2. FROM YOUR PHONE/TABLET, clink this link:

 3.https://epicproxy.et0967.epichosted.com/MobileConfigs/MobileCo

nfigsProduction.html

 4. Use this password to set up the application: 2lrWecf354 

 5. Your device should be correctly configured.

 Documentation: 

http://ehsintranet/eCHART/2018tipsheets/SitePages/Home.aspx

https://epicproxy.et0967.epichosted.com/MobileConfigs/MobileConfigsProduction.html


Secure Chat

 Replaced Tiger Connect

 Can be run in Hyperspace, on phones, tablets, etc

 Encrypted messaging allowing PHI communication between 

providers and other staff

 Can also be run through Rover

 Contact the Service Desk at x8324 or 423-778-8324 for help getting 

Secure Chat provisioned



Erlanger Intranet Home Page



eChart/Epic Tip Sheets

 http://ehsintranet/eCHART/2018tipsheets/SitePages/Home.aspx

 Information on all things eChart/Epic including:

 Secure Chat

 Haiku and Canto

 Imprivata – EPCS – 2 Factor

 Dragon 

 And more…

http://ehsintranet/eCHART/2018tipsheets/SitePages/Home.aspx


Phone Directory



images.erlanger.org



Medical Library



PubMed with linked full text 

articles



UpToDate



WiFi for Personal Devices

 Use EHSMAINSECURE

 EHSPUB is for the general public



Email and Calendars on your 

personal devices: Bitglass

Search for instructions on the Erlanger home page



Safely Collaborating: Shared 

Network Folders



Blocked Sites

 Patient care 

workstations only 

have basic internet 

access

 Personal email sites, 

Google Drive, and 

DropBox are blocked 

for security reasons



Dragon Medical One

 You can use your smartphone as a 

microphone for voice recognition dictation.

 Download the PowerMic Mobile App, and 

visit this this link for instructions: 

http://ehsintranet/eCHART/TipSheets/Cupi

d Tip Sheets/Dragon/Dragon Mobile App 

Instructions.pdf

http://ehsintranet/eCHART/TipSheets/Cupid Tip Sheets/Dragon/Dragon Mobile App Instructions.pdf


Getting help

 You need to know 

your computer name



IT Erlanger Service Desk:
 Service@Erlanger.org

 423.778.TECH

 Questions about Mobile Pass 2-factor 

authentication to connect to the Virtual Physician 

Desktop (remote access):

Zachary Fox, Access Control Manager

zachary.fox@erlanger.org, 423.778.8110

Joel Bell, Access Control Analyst III

joel.bell@erlanger.org, 423.778.9869

mailto:Service@Erlanger.org
mailto:zachary.fox@erlanger.org
mailto:joel.bell@erlanger.org


Local Erlanger IT Staff Direct 

Line for Physicians

 Provider Only

 Business hours M-F

 IT.Doctor@erlanger.org

 Cell:  423.582.9977

 1-844-ITDOCTOR (toll free 24/7)

mailto:IT.Doctor@erlanger.org


UserWeb: Your gateway to information about Epic

userweb.epic.com



How to resources: userweb.epic.com, 

then select “Training”

 WeLearning: thousands of short videos



WeLearning: Examples



Thousands of presentations (slides and 

videos) from UserGroup Meetings



Example Search: past UGMs



Do you want to be a more efficient user of 

Epic? Log into userweb.epic.com and 

download Churgin’s book



Another Free Book – Excellent!

https://userweb.epic.com/Thread/60524

https://userweb.epic.com/Thread/60524


Epic Earth: Facebook for Epic users



Slicer Dicer: Self Service 

Reporting



Cyber Security

 Healthcare PHI is under constant attack

 Do your part to protect us:

 Strong passwords kept in a secure location

 Don’t share passwords with anyone!

 Do not upgrade or install software on an EHS computer.

 Protect PHI – no PHI on personal devices. 

 Encrypt private emails with the word “confidential” in the subject 

line.

 IronKey and Apricorn are the only approved USB 

drives.



PHI in the 21st century

 Think before you 

post!

 TN has laws against 

inappropriate use of 

data from imaging 

studies



Questions?

Thank you


