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PREAMBLE
The Administrative Simplification provisions of the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) and the regulations adopted by the United States Department of Health and
Human Services (DHHS) pursuant thereto provide, among other things, standards for the privacy and
security of individuals‟ health care information. See, 42 U.S.C. §§1320d et seq.; 45 C.F.R. Parts 160,
164.
HIPAA provides a national standard for the privacy and security of health information, and it
provides individuals with certain rights with regard to the use and disclosure of their health
information. HIPAA provides a floor rather than a ceiling for the protection of health information. It
does not override state laws that are more restrictive or more protective of individuals‟ health
information. HIPAA also was intended to improve efficiency in the health care industry by creating
national standards for electronic health care transactions.
Health information protected by HIPAA is known as Protected Health Information, or PHI. In
general, PHI means any information, including demographic information collected from an
individual, whether oral or recorded in any form or medium, which is created or received by a
Covered Entity or Business Associate, and which: (a) relates to the past, present, or future physical
or mental health or condition of an individual; the provision of health care to an individual; or the
past, present, or future payment for the provision of health care to an individual; and (b) either
actually identifies the individual, or with respect to which there is a reasonable basis to believe the
information can be used to identify the individual; and (c) is transmitted or maintained in electronic
media or any other form or medium.
HIPAA regulations apply both to Covered Entities and to Business Associates of Covered Entities. A
Covered Entity is a health care plan, a health care clearinghouse, or a health care provider, who
transmits any health information in electronic form in connection with a transaction covered by
HIPAA. A Business Associate of a Covered Entity is a person, who is not a member of the
workforce of the Covered Entity, but who, on behalf of the Covered Entity: (a) performs, or assists in
the performance of a function or activity involving the use or disclosure of PHI; or (b) provides legal,
actuarial, accounting, consulting, data aggregation, management, administrative, accreditation, or
financial services to or for such Covered Entity, where the provision of the service involves the
disclosure of PHI from such Covered Entity (or from another Business Associate of such Covered
Entity) to the person. A Covered Entity may be a Business Associate of another Covered Entity.
The UTHSC is considered to be a Covered Entity and governed by HIPAA regulations whenever the
UTHSC (through one or more of its health care providers) orders, furnishes, bills for, or receives
payment for health care services or supplies, and when the UTHSC transmits or causes to be
transmitted PHI related thereto in electronic form. In some instances, the UTHSC may be considered
to be a Business Associate of a Covered Entity, if the UTHSC is carrying out some basic function on
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behalf of another Covered Entity. Likewise, whenever the UTHSC engages an outside individual or
entity who is not a part of the UTHSC‟s workforce to provide some function on behalf of the UTHSC
when the UTHSC is acting as a Covered Entity, that outside individual or entity may be considered to
be a Business Associate of the UTHSC. However, in some instances, for example, when the UTHSC
is receiving, generating, maintaining, or transmitting health information in conjunction with purely a
research function, and the UTHSC is not ordering, furnishing, billing for, or receiving payment for
health care services or supplies related to such research, the UTHSC may not be considered to be
acting as a Covered Entity under HIPAA.
While HIPAA‟s privacy regulations protect PHI in any medium, the security regulations are not as
broad, and those regulations protect PHI only in electronic form. HIPAA privacy regulations limit
the manner in which PHI can be used and disclosed by those to whom the regulations apply. HIPAA
security regulations expand upon this by requiring all Covered Entities to implement policies and
procedures to ensure the security as well as the privacy of PHI. Although the regulations treat the
requirements for privacy and security separately, the two are inherently intertwined.
On February 17, 2009, the HIPAA privacy and security regulations were amended by the Health
Information Technology for Economic and Clinical Health (“HITECH”) Act as a part of the
American Recovery and Reinvestment Act of 2009, Pub. L. No. 111-5 (2009) (“ARRA”). See
Sections 13001 - 13424 of Division A, Title XIII of ARRA (hereinafter referred to as “the HITECH
Act”). Among other things, the HITECH Act expanded the applicability of HIPAA regulations
directly to Business Associates, provided for greater enforcement HIPAA‟s privacy and security
rules, and increased the penalties for unauthorized disclosures of a patient‟s PHI. The HITECH Act
also requires Covered Entities and Business Associates to conduct detailed “breach assessment”
investigations of potential unauthorized disclosures of a patient‟s PHI, and to provide written notice
to patients (and in some cases, when large numbers of patients are involved, to the media and the
Secretary of the United States Department of Health and Human Services) under certain
circumstances and conditions when a patient‟s unsecured PHI has been disclosed to an unauthorized
individual. A “breach” is defined under the HITECH Act as „„the acquisition, access, use, or
disclosure of protected health information in a manner not permitted under [HIPAA regulations]
which compromises the security or privacy of the protected health information.‟‟ See 45 CFR §
164.402. In determining whether or not a “breach” has occurred, the HITECH Act requires Covered
Entities and Business Associates to conduct fact-specific “risk assessments” to determine whether a
“harm threshold” has been met when an unauthorized use or disclosure of “unsecured PHI” occurs.
See 74 Fed. Reg. 42740, 42743-44, 42749, 42757, 42767 (published August 24, 2009). The United
States Department of Health and Human Services has indicated its intent to issue additional
regulations and guidance in implementing all of the provisions of the HITECH Act.
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PURPOSE
The purpose of these policies is to establish a plan to ensure the UTHSC‟s compliance with
applicable HIPAA laws and regulations, and to provide for the privacy and security of PHI that is
received, generated, maintained, or transmitted by the UTHSC. These policies are designed to
replace existing UTHSC policies and procedures pertaining to HIPAA privacy and security and to
supplement University of Tennessee policies and other UTHSC policies.

GENERAL POLICIES
APPLICABLE TO BOTH PRIVACY AND SECURITY
Applicability
The UTHSC‟s HIPAA privacy and security policies apply to all UTHSC locations statewide,
whenever the UTHSC is acting as a Covered Entity or as a Business Associate under applicable
HIPAA regulations.
Individuals’ Basic HIPAA Rights
Whenever the UTHSC is acting as a HIPAA Covered Entity, patients have a right to:
●

Receive a copy of UTHSC‟s standard Notice of Privacy Practices, which describes how
the patient‟s PHI may be used and disclosed and how the patient can gain access to this
information. (See Items 1, 2, 6, 7 and 8 of HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php] and Notice of Privacy Practices
forms [http://www.uthsc.edu/compliance/privacy_practices.php])

●

Access a copy (not the original) of their PHI maintained by the UTHSC. (See Item 15
of HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])

●

Request an amendment to their PHI to correct errors, which the UTHSC may either
approve or reject with written notice to the patient, advising the patient of the UTHSC‟s
decision. (See Item 9 of HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])

●

Receive an accounting of the UTHSC‟s disclosures of their PHI, which is required to be
maintained by UTHSC in a written log that documents the details of such disclosures.
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(See HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])
●

Request restrictions on the UTHSC‟s use and disclosure of their PHI. (See Item 11 of
HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])

●

Request that the UTHSC contact them by alternative means, such as not leaving
messages on their answering machines, or that they not be contacted at work. (See
HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])

●

File a complaint with UTHSC in accordance with a complaint process established and
maintained by UTHSC, and/or with DHHS. (See Item 10 of HIPAA Policies and
Procedures, and Complaint Form link on right side of webpage
[http://www.uthsc.edu/compliance/hipaa_policies.php])

Business Associates
Business Associates of the UTHSC are required to comply with HIPAA. The UTHSC shall identify
all Business Associates through Purchasing, Grants and Contracts, Research Administration, and
clinical departments with the assistance and input of UTHSC‟s HIPAA Privacy Officer. The
Contracts Administration Manager shall maintain a current list of Business Associates. A Business
Associate Agreement in a form approved by legal counsel shall be prepared by the department
requesting the arrangement. (See Item 14 of HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php] and updated Business Associate Agreement
[http://www.uthsc.edu/hipaa/hipaaforms.php])
Education and Training of Workforce
The development and implementation of HIPAA-related education and training seminars for
employees is an integral part of the UTHSC‟s HIPAA compliance program. Compliance program
education contains an introduction to HIPAA applicable to all employees and specialized training
where needed.
All employees, regardless of job title or responsibility, must complete on-line HIPAA training;
Additional training may be required to address amendments to the HIPAA law, or as a refresher.
(See Items 3, 4, and 5 of Compliance Training [http://www.uthsc.edu/compliance/training.php])
Comprehensive education materials shall be developed to facilitate the HIPAA training sessions and
ensure that a consistent message is delivered to all employees. Generally, subjects to be presented
shall include:
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●

Patient Rights

●

Patient Privacy Notices

●

Access to Protected Health Information

●

Request for Amendments to Health Information

●

Accounting of Disclosures

●

Complaints

●

Disclosures

●

Authorizations

●

Security

The Dean of each College and the Vice Chancellors, or their designees, is responsible for ensuring
that employees and students have completed HIPAA training. The privacy officer and the security
officer shall monitor training progress and advise the Dean or Vice Chancellor of any deficiencies.
No UTHSC employee shall be exposed to PHI until appropriate HIPAA training has been provided to
the employee.
In the event that a new UTHSC employee is unable to obtain a UTHSC personnel number, which
would enable the new employee to complete UTHSC‟s web-based HIPAA training, prior to the need
to disclose PHI to the new employee, the Dean or Vice Chancellor, or their designee, should contact
the UTHSC HIPAA Privacy Officer to obtain appropriate printed materials to allow for completion
of appropriate HIPAA training prior to the disclosure of PHI to the new employee. Documentation of
such training is to be maintained in the new employee‟s departmental personnel file. In any event,
the UTHSC‟s web-based HIPAA training is to be completed by all new UTHSC employees prior to
the expiration of thirty (30) days after the new employee obtains his or her personnel number, or prior
to the new employee being exposed to any PHI, whichever event first occurs.
HIPAA Privacy and Security Officers
HIPAA requires Covered Entities to name a Privacy Officer and a Security Officer to oversee HIPAA
privacy and security requirements. (See UTHSC HIPAA Announcement
[http://www.uthsc.edu/hipaa/UTHSC_HIPAA_Announcement.pdf]; HIPAA Information
[http://www.uthsc.edu/hipaa/]; Item 4 of HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php]) The Privacy Officer and the Security
Officer are responsible for:
●

Ensuring the confidentiality of all PHI through development and implementation of
policies, procedures, and training programs affecting privacy and security of PHI.
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●

Coordinating HIPAA training of the workforce.

●

Providing information about matters covered by the Notice of Privacy Practices.

●

Auditing sites where protected health information is maintained to ensure compliance
with HIPAA regulations.

●

Documenting, investigating and responding to all patient complaints regarding
improper disclosure or use of PHI.

●

Reviewing audit logs to verify workforce activities.

●

Investigating, reporting and mitigating effects of all disclosures that are not HIPAA
compliant.

●

Advising members of the workforce on privacy and security matters.

Access to Policies and Procedures
HIPAA policies and procedures are available to all faculty, staff and students on the UTHSC website
at [http://www.uthsc.edu/hipaa].

Policy and Procedure Documentation Requirements
Form: All HIPAA policies and procedures must be in a written form (which may be electronic).
Also, actions, activities or assessments undertaken as a part of HIPAA compliance must be in a
written form.
Document Retention: The Security Officer shall maintain a copy of all HIPAA policies and
procedures, and revisions thereto. These documents shall be retained for a period of at least six (6)
years after they were last in effect.
All documents related to investigations, complaints, and disclosures shall be maintained for at least
six (6) years. All documentation related to training shall be maintained in electronic form for at least
six (6) years after employment cessation. Documentation relating to privacy investigations,
complaints and disclosures shall be maintained by the Privacy Officer. Documentation relating to
security investigations, complaints and incidents shall be maintained by the Security Officer.
Reviews and Updates: UTHSC shall undertake a review and update of its HIPAA policies and
procedures at least every three (3) years, or as otherwise required by law.
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Complaints and Reports of Potential Privacy and/or Security Violations
Complaints and other reports of potential privacy or security violations, and the response to such
complaints and reports, shall be kept on file by the Security and/or Privacy Officer. Patients shall be
informed in the Notice of Privacy Practices of his/her right to file a complaint without fear of reprisal
or other adverse treatment.
All complaints and reports of potential HIPAA violations shall be investigated and resolved as
quickly as possible by the appropriate administrative/ management staff and the Privacy and/or
Security Officers.


Complaints and other reports of potential HIPAA violations may be directed either in person
or via telephone to the Privacy Officer at 901- 448-1700 or 1-888-455-158 or the Security
Officer at 901-448-5841 or 1-800-786-1991. Complaints and other reports may be made
anonymously. (See generally HIPAA Policies and Procedures
[http://www.uthsc.edu/compliance/hipaa_policies.php])



All complaints and other reports shall be documented.



The Privacy and/or Security Officer, as appropriate, shall investigate the complaints and
reports.



The Privacy and Security Officer shall make every effort to resolve the complaint or report
within a reasonable time according to the HIPAA policies and procedures.

Response to Complaints and Reports of Potential Privacy and/or Security Violations
Violations of privacy, security, or UTHSC policies and procedures may occur despite privacy and
security protections. Early detection and response to such violations are critical to correct the
violation, mitigate any harm that results from such violation, and prevent the violation from
recurring.


All UTHSC employees must cooperate with any investigation. Failure to cooperate, failure to
furnish requested information, or furnishing false information may result in employee
discipline up to and including termination. Department managers shall ensure that the
investigating officer is provided appropriate access to employees and information needed to
conduct a thorough investigation.



UTHSC students must cooperate with any investigation. Failure to cooperate, failure to
furnish requested information, or furnishing false information is a violation of the Honor
Code (http://www.uthsc.edu/centerscope/) and may result in discipline up to and including
dismissal from the UTHSC.
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Documentation detailing the investigation of complaints and other reports of potential HIPAA
violations shall be prepared and maintained by the Privacy Officer and the Security Officer.



The fact that the UTHSC‟s investigation has concluded, and/or the findings of such
investigation shall be reported to the complainant or other individual reporting the potential
HIPAA violation when appropriate or as required by law.

Security Incident Procedures
A security incident, defined as “the attempted or successful unauthorized access, use, disclosure,
modification or destruction of information or interference with system operations in an information
system,” (see 45 CFR § 164.304) must be reported immediately upon discovery to the Security
Officer. Procedures for reporting these matters are posted on the UTHSC web site at
[http://www.uthsc.edu/hipaa].


All faculty, staff and students must assist in UTHSC‟s compliance with the privacy and
security provisions of HIPAA, as amended by the HITECH Act, regarding security breach
notice requirements.

Risk Assessments to Determine the Existence of a Breach; Breach Notification Procedures
In the event of a potential security incident or other potential unauthorized use or disclosure of
unsecured PHI, the Privacy Officer and the Security Officer shall be notified immediately in
accordance with UTHSC policy and procedures. (See Items 21 and 22 of HIPAA Policies and
Procedures [http://www.uthsc.edu/compliance/hipaa_policies.php])
 All faculty, staff and students must assist in UTHSC‟s compliance with the risk assessment
and breach notification provisions of HIPAA, as amended by the HITECH Act.
Sanctions; Disciplinary Policy
Failure of employees to comply with HIPAA and/or UTHSC policies and procedures implementing
HIPAA, is a violation of the Code of Conduct, HR 580
[https://my.tennessee.edu/portal/page?_pageid=34,140536&_dad=portal&_schema=PORTAL&p_pol
icy=HR0580] and may subject the employee to discipline, up to and including termination. Failure
of students to comply with HIPAA and /or UTHSC policies and procedures implementing HIPAA, is
a violation of the Standards of Student Conduct Rule 1720-3-3-.02
[http://www.uthsc.edu/centerscope/]and may result in discipline up to and including dismissal from
The University.
HIPAA requires all Covered Entities to maintain a written disciplinary policy and to consistently
administer disciplinary action whenever appropriate to address violations of HIPAA privacy and
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security regulations. (See HIPAA Sanctions Addendum
[http://www.uthsc.edu/policies/w932_document_show.php?p=527]. Whenever a UTHSC employee
is found to have violated UTHSC‟s HIPAA Privacy and Security policies and/or procedures, it is the
responsibility of the employee‟s direct supervisor in conjunction with Human Resources to take
corrective action for each such violation, or to document the reason(s) for not taking any such action,
as may be appropriate in any given circumstance.

SPECIFIC PRIVACY POLICIES
Access to Protected Health Information – Patient’s Rights
The Privacy Act of 1974, T.C.A. §§ 63-2-101 et seq., and the Health Insurance Portability and
Accountability Act of 1996, 42 U.S.C. §§1320d et seq., limit access to medical records.
Requests by patients to review their own PHI should be scheduled in advance, if possible, during
normal business hours. The physician of record should be notified of the request. A UTHSC
representative must supervise all record reviews by patients. The patient should be provided a private
place to review the records. No records may be removed by the patient.
Release of Medical Records. T.C.A. §63-2-101(a)(1) requires the production of medical records to a
patient or his/her representative: “Notwithstanding any other provision of law to the contrary, a
health care provider shall furnish to a patient or a patient‟s authorized representative a copy or
summary of such patient‟s medical records, at the option of the health care provider, within ten (10)
working days upon request in writing by the patient or such representative. The party requesting the
patient‟s records is responsible for the costs of copying and mailing the records, as set forth in
T.C.A.§63-2-102.
Access to Protected Health Information – UTHSC Employees
Access to PHI is governed by 45 C.F.R. §164.506, which provides in part: “(a) Standard: Permitted
uses and disclosures. Except with respect to uses or disclosures that require an authorization under §
164.508(a)(2) and (3), a covered entity may use or disclose protected health information for
treatment, payment, or health care operations as set forth in paragraph (c) of this section, provided
that such use or disclosure is consistent with other applicable requirements of this subpart.”
Paragraph (c) states:
(c) Implementation specifications: Treatment, payment, or health care operations.
(1) A covered entity may use or disclose protected health information for its own
treatment, payment, or health care operations.
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(2) A covered entity may disclose protected health information for treatment activities of
a health care provider.
(3) A covered entity may disclose protected health information to another covered entity
or a health care provider for the payment activities of the entity that receives the
information.
(4) A covered entity may disclose protected health information to another covered entity
for health care operations activities of the entity that receives the information, if each
entity either has or had a relationship with the individual who is the subject of the
protected health information being requested, the protected health information
pertains to such relationship, and the disclosure is:
(i) For a purpose listed in paragraph (1) or (2) of the definition of health care
operations; or
(ii) For the purpose of health care fraud and abuse detection or compliance.
(5) A covered entity that participates in an organized health care arrangement may
disclose protected health information about an individual to another covered entity
that participates in the organized health care arrangement for any health care
operations activities of the organized health care arrangement.

Compliance with HIPAA’s “Minimum Necessary” Rule
When using or disclosing PHI, or when requesting PHI from another Covered Entity, UTHSC shall
make reasonable efforts to limit the amount of PHI used, disclosed or requested to the minimum
necessary amount of PHI to accomplish the intended purpose of the use, disclosure or request.
For the purpose of this policy, protected health information means any individually identifiable health
information collected or stored by the University. Individually identifiable health information
includes demographic information and any information which relates to the past, present or future
physical or mental condition of an individual.
a. Individuals acting on behalf of UTHSC must always use the minimum amount of information
necessary to accomplish the intended purpose of the use, access or disclosure.
b. With respect to system access, patient privacy shall be supported through authorization,
access and audit controls and should be implemented for all systems that contain identifying
patient information. Within the permitted access, an individual system user is only to access
what he or she needs to perform his or her job.
c. Consistent with the Privacy Policy, the Privacy Officer and the Security Officer shall facilitate
compliance with these principles in conjunction with the UTHSC Compliance Committee.
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Patient Requests for Amendments of Their Own PHI
A patient has a right to request an amendment to patient records in accordance with HIPAA, to
amend the record unless it is proven that an error does not exist in the patient medical file. Within
sixty (60) days of receipt of a request for amendment, UTHSC must either accept the amendment,
deny the amendment, or notify the individual in writing that a delay has prevented UTHSC from
acting on the request for an amendment.
Authorization for Access, Disclosure and Release of PHI
T.C.A. §68-11-304 allows patients access to their own medical records. Upon presentation of valid
identification and completion of an authorization form, patients may review their medical records in
the appropriate clinical area. As a courtesy, the provider should be notified of the review. In
psychiatric or other mental health cases, the practitioner shall be notified prior to allowing
examination of the record by the patient.
Likewise, prior practitioner notification shall be given in cases felt to be potentially harmful to the
patient.
Patient authorization is required to release information from the medical or dental record unless
disclosure is permitted by HIPAA for disclosure of PHI for public health activities.
1. Information released to authorized individuals/agencies shall be strictly limited to that
information required to fulfill the purpose stated on the authorization. Authorizations
specifying “any and all information” or other such broadly inclusive statements shall not be
honored. Release of information that is not essential to the stated purpose of the request is
specifically prohibited.
2. Patient authorization is not required to release information from one provider to another for
treatment purposes. However, it is recommended that all UTHSC providers involved receive
notification when records are released and/or transferred within UTHSC.
Patient authorization is not required when the record is needed for administrative or financial
purposes.
Following authorized release of patient information, the signed authorization must be retained
with the medical or dental record with notation of the specific information released, the date
of release and the signature of the individual who released the information. These forms do
not become part of the record and should not be released when the record or information is
released. The Federal Privacy Act requires that a record of disclosures of information be
maintained. This applies only to federal facilities but many other health care organizations
have adopted this practice. The original patient authorization must be filed in the designated
location in the medical or dental record.
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Communication with family, friends and relatives of patients
Providers should always use their best judgment in determining when to discuss the patient‟s care
with a family member, friend or relative. If there is no previous indication or objection by the
patient, the provider should rely on information provided by the family member when it facilitates the
patient‟s care.
Unless the patient objects, staff may leave messages with family, friends, and others who answer the
phone of the number provided by the patient. Staff may also leave messages on phone answering
machines. When leaving messages with others or on phone answering machines, only the
information necessary for the patient to understand the purpose of the call and how to contact the
office must be provided.
Removal of Written Records from the UTHSC Premises
Written records shall not be removed from any UTHSC practice site without written consent of the
business or clinic manager. Original written medical records may be removed only by court order or
subpoena. In such cases, a complete copy of the record must be made prior to removal. Upon return,
the original must be compared to the copy prior to storage. Any alterations to the original must be
noted and brought to the attention of the UT Office of General Counsel.

SPECIFIC SECURITY POLICIES
Security Rule Compliance Personnel
Policies or procedures noted as being the responsibility of the UTHSC shall be maintained at a
campus level under the direction of the UTHSC Chief Information Officer (CIO). Unless otherwise
specified, the Security Officer shall provide guidance the custodians and others and oversight for the
UTHSC. Because the UTHSC is the owner of all information and systems, custodians are designated
to act on behalf of the UTHSC. An Information Custodian acts on behalf of the UTHSC and is
responsible for a particular set of information and associated computer systems. See the University
of Tennessee System IT Policy IT0115 regarding Information Custodians.
[https://my.tennessee.edu/portal/page?_pageid=34,140536&_dad=portal&_schema=PORTAL&p_pol
icy=IT0115]
If more than one person performs the role, only one person shall be designated as the Custodian, the
others shall be associates. No group may be designated a Custodian. All networking functions,
networking equipment and security functions are under the direction of the CIO.
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Administrative Policies
Security Management:
Risk Analysis: UTHSC‟s Security Officer shall conduct an accurate and through assessment of
potential risks and vulnerabilities to ePHI every three (3) years. The Security Officer shall also
maintain procedures for the performance of risk analyses at UTHSC, including in those procedures
the addition of new systems, environmental changes, handling of „addressable‟ implementation
specifications and mitigation of risks.
Risk Management: UTHSC‟s Custodians, with the guidance of the Security Officer, shall maintain
security measures to reduce risks and vulnerabilities for all systems when technically possible and
consistent with regulatory guidance. Those measures shall include:
 Installation of „Warning Banners‟
 Use of anti-virus and/or anti-malware software with current signatures
 Updating the operating system and software when patches are released by the vendor, subject
to evaluation of suitability.
Information System Activity Reviews: UTHSC‟s Custodians, with the guidance of the Security
Officer, shall maintain procedures to review records at least monthly of information systems,
including such items as audit logs, access reports and security incident tracking reports. The
procedures shall address:
 Failed login attempts
 System use by unauthorized or unexpected users
 Failures and errors logged by software or processes
Evaluations: UTHSC‟s Security Officer shall evaluate annually the extent to which its policies and
procedures meet the requirements of the HIPAA security rule.
Security and Information Access Management:
UTHSC‟s Custodians, with the guidance of the Security Officer, shall maintain written procedures
for authorizing access to ePHI that are consistent with both the Privacy Rule and the Security Rule,
and which provide methods for:
●

the authorization and supervision of faculty, staff and students who work with ePHI,
or in locations where ePHI might be accessed to ensure appropriate access to ePHI and
preventing access as appropriate;

●

confirmation that the access granted is appropriate;

●

granting access to ePHI, through a workstation, transaction, program, process, etc.;
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●

establishing, documenting, reviewing, and modifying the right of access to a
workstation, transaction, program, process, etc.; and

●

terminating access to ePHI for such reasons as the end of employment, change of
responsibilities, etc.

Contingency Plans:
UTHSC‟s Custodians shall maintain written procedures for responding to an emergency or other
occurrence that damages systems that contain ePHI. The Custodians for each system containing
ePHI or supporting the creation, transmission, or storage of ePHI and/or encryption keys are
responsible for maintaining a written plan or plans that must include procedures for annual testing,
revision of the plans as needed, and assessment the relative criticality of their specific applications
and data. These plans must address these elements:
●

A data backup plan that will create and maintain retrievable exact copies of the ePHI.

●

A disaster recovery plan that details the procedures to restore any loss of data.

●

An emergency mode operations plan to enable the continuation of critical business
processes for the security of ePHI while operating in an emergency mode.

Physical Safeguard Policies
Facility Access Controls:
The Custodians, with the guidance of the Security Officer, shall implement written procedures to:
limit physical access to electronic information systems, limit access to the facilities in which they are
housed, and ensure that properly authorized access is allowed. These procedures shall include:


Allowing facility access in support of restoration of data under the disaster recovery plan and
emergency mode operations plan.



Safeguarding the facility and equipment therein from unauthorized access, tampering and
theft.



Validating a person‟s access to the facility based on their role or function including visitor
control, and control of access to software programs for testing and revision.



Documenting repairs and modifications to the physical components of the facility relating to
security such as doors, locks, wall, hardware, etc.
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Workstation Use:
The Custodians, with the guidance of the Security Officer shall maintain procedures specifying the
proper functions to be performed, the manner in which those functions are to be performed and the
physical attributes of the surroundings of specific or classes of workstations that address ePHI to:
 Reflect the job responsibilities of the user of the workstation
 Be consistent with the University of Tennessee‟s acceptable use policies.
[https://my.tennessee.edu/portal/page?_pageid=34,140536&_dad=portal&_schema=PORTAL
&p_policy=IT0110]
Workstation Security:
The Custodians, with the guidance of the Security Officer shall maintain the physical safeguards on
all workstations, whether a desktop or laptop configuration, to restrict access to ePHI to authorized
users. Those safeguards shall include:
 Use of cable locks for all laptops in unprotected areas
 Positioning displays away from unauthorized users
 Securing unattended workstations in protected areas
 Use of restrictive „hardening‟ configurations on workstations

Device and Media Controls
Hardware and Media inside a Facility:
The Custodians, with the guidance of the Security Officer, shall maintain written procedures:
addressing the final disposition of electronic media on which ePHI is stored; governing the receipt
and removal of hardware and electronic media that contain ePHI into and out of a facility, the
movement of these items within the facility and documenting any person responsible for that
hardware and electronic media; the removal of ePHI from electronic media before the media is made
available for re-use; and creating an exact copy of ePHI before the movement of equipment.
Surplus Equipment:
UTHSC‟s Surplus Property with the guidance of the Security Officer shall maintain written
procedures addressing the final disposition of equipment on which ePHI is stored. These procedures
shall include:
 Criteria for purging or destruction
 Methods for purging or destruction
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Technical Safeguard Policies
Access Control:
UTHSC‟s Custodians, with the guidance of the Security Officer, shall maintain technical procedures
for:
 systems containing ePHI to require unique individual user identification for each user (group
or shared identification is not permitted for users);
 obtaining ePHI during an emergency;


termination of an electronic session after ten minutes of inactivity or in the event the system is
incapable of that termination, run a password protected screen saver after ten minutes of
inactivity;



a mechanism approved by UTHSC to encrypt and decrypt ePHI stored on electronic media,
including portable media used in connection with any system storing ePHI or encryption keys.
Encryption of ePHI stored on laptops, portable devices and portable media is required using
an encryption algorithm validated by the National Institute of Standards and Technology
(NIST) Cryptographic Module Validation Program for the current FIPS 140 standard.
[http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm]

Audit Controls:
The Custodians, with the guidance of the Security Officer, shall maintain hardware, software and /or
procedural mechanisms to record and examine activity in information systems that contain or use
ePHI. These events shall be audited:
 Failed login attempts
 System use by unauthorized or unexpected users
 Failures and errors logged by software or processes
Data Integrity:
The Custodians, with the guidance of the Security Officer, shall maintain electronic mechanisms to
protect ePHI from improper alteration or destruction in an unauthorized manner. Conformance shall
be verified by test procedures specified by NIST.
[http://healthcare.nist.gov/docs/170.302.s_Integrity_v1.1.pdf]
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Authentication:
The Custodians, with the guidance of the Security Officer, shall maintain written procedures to verify
that a person or entity seeking access to ePHI is the one claimed including:
 Use of multi-factor authentication as appropriate
 Use of „strong‟ password construction.
Transmission Security:
The Custodians, with the guidance of the Security Officer, shall maintain technical measures to
ensure that electronically transmitted ePHI is not improperly modified without detection until
disposed of. UTHSC shall implement a mechanism to encrypt ePHI in transit over open networks.
Transmission of ePHI over open networks without encryption is prohibited. The encryption
algorithms employed shall have been validated by the NIST Cryptographic Module Validation
Program for the current FIPS 140 standard.
[http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140val-all.htm]
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